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Past the Privacy Paradox: The Importance of Privacy
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AB STR ACT

The privacy paradox is often characterized as a risk-beneﬁt trade-off. Risks like identity theft, invasions of
privacy, and online harassment compete with beneﬁts like social need fulﬁllment, impression management, and selfesteem validation. Individuals’ willingness to disclose personal information is thought to vary as a function of this
trade-off. Three studies provide initial evidence of an alternative explanation in which one’s subjective importance of privacy itself varies as a function of who is in control of managing privacy and the extent to which managing privacy is perceived to be easy or difﬁcult. When privacy is difﬁcult to manage, individuals perceive privacy to be more important when
they control privacy management but less important when a social network/company controls privacy management. This
changing importance predicts an individual’s intentions to disclose private information and moderates established effects
that risk-beneﬁt trade-off tolerance and trust in a company’s expertise (but not benevolence) have on disclosure.

A

lthough most people say privacy is important, their
preferences do not neatly map onto their disclosure behavior: the same people that say they care
about their privacy often share a great deal of personal information and put their privacy at risk. This inconsistency
is called the “privacy paradox,” thought to be the result of
a rational risk-beneﬁt trade-off in which individuals ignore
their privacy concerns when they feel the beneﬁts of sharing personal information outweigh the risks (Norberg,
Horne, and Horne 2007; Li, Sarathy, and Xu 2010). However,
research suggests that there are many possible reasons for
the privacy paradox. From cognitive scarcity (Veltri and
Ivchenko 2017) to cognitive absorption (Alashoor and Baskerville 2015), privacy cynicism (Hoffman, Lutz, and Ranzini 2016) to privacy fatigue (Choi, Park, and Jung 2018),
explanations for the privacy paradox extend beyond perceived risks and beneﬁts. We hypothesize that individuals’
subjective assessment of the importance of privacy in any
given circumstance could change as a function of external
factors ignored by the conventional wisdom of the privacy
paradox and thereby help predict their likelihood of disclosing personal information.
Our current work offers an alternative explanation for
the privacy paradox in which the control over and the complexity of privacy management inﬂuences the perceived subjective importance of privacy, in general, and that this

shifting importance affects an individual’s willingness to
disclose private information online. Speciﬁcally, when privacy management is perceived to be difﬁcult, the subjective
importance of privacy is greater if an individual is in control of privacy management but less important if a technology company is in control of privacy management. The subjective importance of privacy then is likely inversely related
to an individual’s willingness to disclose private information: when privacy is more important, people disclose less;
when privacy is less important, people disclose more.
Across three studies we demonstrate initial support for
the proposed shifting importance of privacy explanation and
provide evidence of the underlying mechanism via mediation, measured process, and manipulated process. We also
then link this subjective importance of privacy hypothesis
to established effects in the disclosure literature, like those
of the privacy paradox’s risk-beneﬁt trade-off tolerance and
trust, to show how privacy’s shifting importance can moderate these established effects in meaningful ways. The ﬁndings have implications for transformative consumer research, particularly with respect to consumer protection:
corporate assurances that they will assume more control
over privacy management in a world where managing privacy is perceived to be increasingly difﬁcult may ultimately
lead to users to share even more private information, thereby
putting individuals at greater risk of exploitation.
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Volume 5
THEORETICAL BACKGROUND

Privacy and Control
Privacy is notoriously difﬁcult to deﬁne. Privacy scholars
have long noted that privacy’s complexity and contextuality
cannot (and should not) be neatly captured by a single common denominator (Westin 1968; Solove 2008). Privacy includes elements of autonomy, intimacy, dignity, freedom,
security, safety, separation, exclusion, limited access, obscurity, and even social values like civility, propriety, and interactional expectations (Fried 1968; Westin 1968; Post 1989;
Inness 1992; Nissenbaum 2009; Hartzog and Sellinger 2015;
Waldman 2018; Citron 2019). This project does not purport
to offer a single deﬁnitive conceptualization of privacy, either
in all contexts or in the digital world speciﬁcally. Nor does it
need to. If, as Solove (2008, 40) argues, privacy may be generally understood as a contextual set of expectations and protections against a related cluster of social problems, privacy
for the purposes of this study, which focuses on personal disclosure in digital environments, can be deﬁned as the claim of
individuals or groups to be free from unwanted access or
problems in relation to personal information in online contexts (Hunt 2011).
Effectuating that interest in real life requires active management of privacy-related options and settings. To that
end, we deﬁne privacy management as the sociotechnical process, constrained by design, whereby individuals actively manage settings, options, data storage, and other tactical features
in service of privacy maintenance (Hartzog 2018). This includes opting in or opting out of online tracking or targeted
advertisement, curating existing data in online contexts, and
altering security settings on social media to control who sees
what information (Goffman 1959; Fried 1968; Waldman
2018). Control over the process of privacy management reﬂects the extent to which someone is in charge of actively
making privacy management choices. In modern online contexts, control over managing privacy can be viewed as belonging more to an individual or to an online company. Along
those same lines, privacy’s importance is deﬁned as the subjective assessment of the value one derives from the perception
of being free from unwanted access or problems related to
personal information in online contexts. Put another way,
privacy is an end, privacy management is one means to that
end, control is who actively manages those means, and privacy’s importance is how essential that end is in the ﬁrst
place.
In the context of online privacy, individuals have an implicit understanding that platforms will have access to at
least some of their information. But the extent to which
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companies capture user information and the extent of user
control over that process is mostly unknown and inscrutable (Pasquale 2015). Recent qualitative research in which
40 undergraduate students from three Midwestern universities were interviewed about their internet and social media behaviors found that young users felt a sense of apathy
about their privacy, resigned to the fact that there is not
much they could do to protect their privacy even if they
wanted to (Hargittai and Marwick 2016). The students spoke
of individual control versus a sense of hopelessness when
corporations control their information, with some students
recognizing that they possessed little-to-no power in comparison to social media and internet companies. Adults experience similar feelings of resignation as well (Turow, Hennessy,
and Draper 2015).
Other research exploring privacy online relied on the
power-relationship equilibrium (PRE) model to explain the
extent to which users were likely to falsify their information,
use privacy enhancing technologies, and refuse to purchase
or otherwise engage with a website as a function of online
privacy concerns (Lwin, Wirtz, and Williams 2007). The PRE
model, with roots in sociology and social psychology, suggests that social power and social responsibility are linked
such that the more powerful partner in a relationship should
bear greater social responsibility to facilitate privacy (Emerson
1962; Murphy et al. 2005). According to this model, individuals may believe that technology companies should bear
greater responsibility for protecting privacy insofar as the
companies are perceived to have more power.
Of course, the extent to which a social network or company
has users’ privacy interests at heart is up for debate. On
the one hand, prior research incorporating responsibilityalleviation theory—the belief that individuals tend to engage
in less risk-taking behavior when they have responsibility
over the well-being of others (Charness 2000; Reynolds, Joseph, and Reuben Sherwood 2009)—suggests that individuals might think a technology company will take fewer risks
with their personal user information. On the other hand,
technology companies depend on steady streams of user data
to satisfy an informational capitalist business model based
on targeted behavioral advertising, suggesting their interests are at odds with individual interests in privacy (Cohen
2019; Zuboff 2019). Moreover, research exploring the role
of locus of control—whether “rewards, reinforcements, or
outcomes regarding information . . . are controlled either
by one’s own actions (internality) or by other forces” (Lo
2010, 3)—suggests that internal control (i.e., personal)
would result in lower perceived risk, while external control
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(i.e., technology company) would result in higher perceived
risk (DuCette and Wolk 1972). Thus, it is not entirely clear
how participants perceive privacy risks when they are in
control of managing privacy or when technology companies
assume privacy management tasks. This perception is complicated by the fact that few people feel they have control
over the information collected about them in the ﬁrst place
(Madden and Raine 2015).
The prior research on privacy, in general, and consumer
privacy, in particular, highlights the role of control of active
privacy management with respect to intentions and behaviors. Whether individuals feel they actively control their privacy management can affect decisions to share information
and whether to engage at all. Corporate control over privacy
management either increases perceived risk or decreases
perceived risk depending on the operating theory. Thus, one
purpose of the current work is to explore how control over
privacy management affects the perceived importance of
privacy in general.

The Privacy Paradox
Prior research exploring information disclosure in online
and real-world contexts consistently reveals a discrepancy between individuals’ stated preferences and intentions regarding their privacy and their actual behaviors (Barnes 2006;
Norberg et al. 2007). In their review, Gerber, Gerber, and
Volkamer (2018) found that the theoretical explanation with
the strongest empirical evidence was the “privacy calculus”
theory, in which individuals engage in a risk-beneﬁt tradeoff calculation to determine intentions and ultimate behavior. A different review of more than 32 projects covering 35
competing theories attempting to explain the privacy paradox summarized the phenomenon as being a function of
two considerations: (1) a risk-beneﬁt calculation and (2) risk
assessment deemed to be none or negligible (Barth and de
Jong 2017). Even research-based public policy suggestions
bifurcate the privacy paradox into the costs to the consumers and the potential value to the consumers (Caudill and
Murphy 2000).
This risk-beneﬁt understanding of the privacy paradox is
consistent with prior theorizing, in which the decision to disclose personal information was thought to be the product of
a forward-looking, utility-maximizing weighing of pros and
cons (Posner 1978a, 1978b; Stigler 1980; Westin 1997; Norberg
et al. 2007). However, more recent privacy research suggests
that the decision to disclose one’s personal information is far
less rational and far more nuanced. As Acquisti and Grossklags (2005) argued, rational privacy decision making is ham-

pered by at least three factors: incomplete information,
bounded rationality, and systematic psychological deviations
from rationality.
Indeed, a growing body of scholarship has shown that an
individual’s understanding of privacy and her disclosure decisions are inﬂuenced by context (Nissenbaum 2004, 2009;
Waldman 2018). For example, Acquisti, John, and Loewenstein (2012) found that disclosure behavior is often based
on comparative judgments: if individuals perceive that others
are willing to disclose, then they too are more likely to disclose. Similarly, John, Acquisti, and Loewenstein (2011) found
that individuals are, counterintuitively, more willing to admit to bad behavior on websites that appear unprofessional.
These platforms were perceived to be more casual, relaxed,
and informal rather than less secure. White (2004) found
that individuals’ perceptions of their ongoing relationships
with consumer organizations and the kind of information
companies requested inﬂuenced individuals’ willingness to
disclose. While loyal customers found the exchange of information for commercial beneﬁt generally attractive, they reversed course as soon as companies requested embarrassing
data. Other scholars have found that disclosure can also be
emotionally manipulated: positive emotional feelings about
a website, which were inspired by website design, have been
found to correlate with a higher willingness to disclose (Li,
Sarathy, and Zhang 2008).
These contextual treatments of the perceived risks and
beneﬁts associated with disclosing personal information
highlights the importance of thinking about privacy as a situated construct that is dynamic and malleable. Stated differently, rather than thinking of the importance that individuals ascribe to privacy as a ﬁxed, static value, a growing
body of research suggests that the subjective importance of
privacy can vary over time, across contexts, and as a result
of external factors (Nissenbaum 2009). Individuals navigating their privacy are also constrained by the designs of online platforms, which, as science and technology scholars
have long noted, constrains the behavior of technology users (Hartzog 2018). Design tricks (so-called dark patterns)
limit individuals’ ability to translate their privacy preferences into privacy management choices (Mathur et al. 2019).
Although, ceteris paribus, the “privacy calculus” of a riskbeneﬁt trade-off may predict an individual’s willingness to
share in an environment of perfect rationality, other contextual factors, like an individual’s subjective perception of privacy’s importance in any given moment, may have an impact
on her intentions and behaviors. That is, if individuals feel
privacy in a particular instance is more important, they would
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likely disclose less personal information; but if privacy feels
less important at the time, individuals would likely disclose
more. The notion that privacy’s importance could vary as a
function of perceived control over privacy management (e.g.,
as operationalized by exogenous design facilitators or limitations), and how easy or difﬁcult privacy management is
perceived to be is worth exploring. Even holding risks and
beneﬁts constant, it may be that an individual’s subjective
importance of privacy could predict her disclosure intentions
and behaviors.

Complexity of Managing Privacy:
Feelings as Information
The growth of the surveillance economy has made managing
privacy more complex and difﬁcult. Selecting privacy preferences, opting out of behavioral targeting, manifesting consent, and turning off geotracking on the hundreds of websites,
apps, and online platforms most people use is burdensome,
exhausting, and difﬁcult to manage (Scheibehenne, Greifeneder, and Todd 2010; Hartzog 2018).
It is well established that individuals sometimes rely on
their feelings, including feelings of ease or difﬁculty, when
making decisions. The work on metacognitive experience and
“feelings-as-information” theory, for example, demonstrates
how subjective feelings of ease or difﬁculty can lead individuals to perceive a stimulus as less risky or riskier, respectively
(Song and Schwarz 2009). Similarly, subjective perceptions
of importance can vary as a function of the ease or difﬁculty
experienced when engaging in a task (Haddock et al. 1999).
Subjective feelings of ease or ﬂuency tend to increase one’s
tendency to rely on heuristic processing, while subjective experiences of difﬁculty or disﬂuency trigger analytical reasoning skills (Alter et al. 2007; Alter and Oppenheimer 2009).
This is intuitive—if something feels difﬁcult, it may cue the
need to get serious, to engage deeper thought processes, or
to give a task or stimulus greater weight—and has been demonstrated in various contexts including education (DiemandYauman, Oppenheimer, and Vaughan 2011), culture (Mourey,
Lam, and Oyserman 2015), and general decision making
(Hernandez and Preston 2013).
The consequences of these effects are not always so
straightforward. Consider, for example, how an individual’s
metacognitive experience of difﬁculty can both reduce liking
for an everyday consumer product by making it seem unfamiliar but enhance liking for a rare product because it seems
unique or uncommon (Pocheptsova, Labroo, and Dhar 2010).
Similarly, experiences of difﬁculty have been shown to result in two different interpretations of what that difﬁculty
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means: difﬁculty-as-importance or difﬁculty-as-impossibility
(Oyserman et al. 2018). In their work, Oyserman et al. (2018)
showed that students’ interpretation of experienced difﬁculty to mean “important” led to better performance on difﬁcult academic tasks, while the interpretation of experienced
difﬁculty to mean “impossible” led to worse performance on
the same difﬁcult task. In the context of the current work,
feelings of ease are unlikely to elicit any meaningful differences per the cited processing literature (Alter et al. 2007),
but feelings of difﬁculty should. Even more, when managing
privacy is difﬁcult and an individual is in control of managing privacy, this difﬁculty is likely to be interpreted to mean
“important.” When managing privacy is difﬁcult but a technology company is in control of managing privacy, this difﬁculty is likely to be interpreted as “impossible,” as the individual has no control over the management of privacy
anyway. One goal of the current research is to explore
whether the subjective importance of privacy varies as a
function of ease/difﬁculty and who is in control of managing privacy.

Control, Complexity, and the Subjective
Importance of Privacy
Given this research context, it is worth studying whether
control over, and complexity of, privacy management inﬂuence an individual’s subjective importance of privacy
in a predictable manner (see ﬁg. 1). More speciﬁcally, we
hypothesize:
H1: The subjective importance of privacy varies as a
function of the perceived ease/difﬁculty of managing
privacy and whether oneself or a company is in control of actively managing privacy.
Per the interpretation of difﬁculty literature (Oyserman et al.
2018) cited above, we further hypothesize:
H2: If managing privacy is perceived to be difﬁcult,
then the subjective importance of privacy will be
higher (lower) if an individual (online company) is
said to be in control of actively managing privacy.
Although prior work has explored the mediating role of
trust in a social network (Dwyer, Hiltz, and Passerini 2007),
perceived risk (Fogel and Nehmad 2009), and online privacy
concern as deﬁned by the apprehension over the use of personal data (Lwin et al. 2007) on site engagement and disclosure, no study has looked at the subjective importance
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Figure 1. Conceptual model of proposed mediating role of privacy’s importance.

of privacy, in general, as a potential mediator between
control and complexity and their effect on disclosure. We
hypothesize:
H3: Individuals’ subjective importance of privacy is
inversely related with their intentions to disclose relatively more private, but not more public, personal information: greater (lesser) importance decreases (increases) disclosure of private personal information.
H4: The interaction of control and complexity of
managing privacy predicts the subjective importance
of privacy, which, in turn, predicts intentions to disclose private information (moderated mediation).
In three studies, we ﬁrst test the initial hypothesis that
control has and the ease/difﬁculty of managing privacy inﬂuence the subjective importance of privacy. We explore
this effect using both a news release (experiment 1) and
privacy policy (experiment 2) to test the robustness and
ecological validity of the effect. In addition, the mediating
role of privacy’s importance is demonstrated via moderated
mediation analysis with effects for willingness to share relatively more private personal information online (experiments 1–2). Next, to provide additional evidence that the
subjective importance of privacy is the mechanism underlying the observed effects, the third and ﬁnal study manipulates privacy’s importance directly and, in doing so, both
replicates and reverses the ﬁndings for intentions to post
private personal information. In addition, the ﬁnal study
demonstrates that control and privacy’s importance inﬂuence people’s risk-beneﬁt trade-off tolerance and perceived
trust in online companies’ expertise, which then affect dis-

closure intentions. Together, the results provide initial evidence for an alternative explanation for the privacy paradox and, in doing so, motivate future research that can
build and expand upon these ideas.
E XP E R I M E N T 1 : N EW S R E L E A S E

The purpose of the initial experiment was to provide support for the central hypotheses of the current project: ﬁrst,
the subjective importance of privacy varies as a function of
who is in control of managing privacy and how easy or difﬁcult privacy is to manage; second, the intention to disclose
private information is inversely correlated with this subjective importance of privacy. An additional goal of the ﬁrst
study was to rule out alternative explanations for the hypothesized effect, speciﬁcally, differences in beneﬁts from
disclosing information, perceived competence, and willingness to engage in risky behavior. To give the current work
greater ecological validity, the designs of the stimuli and
dependent variables throughout all experiments were inspired by common modern privacy information—press releases, privacy policies, and news stories—and disclosure
decisions.

Method
Design and Participants. A total of 211 participants
(M age 5 36:50, SDage 5 11:59; 55% female) recruited from
Amazon Mechanical Turk (MTurk) completed the ﬁrst experiment in exchange for $.25. A sample size target of
200 participants was set in advance. Participants were told
they would be completing a survey about social media use
and began the survey by selecting which one social media
platform they used the most from the following options:
Facebook, Instagram, Twitter, Pinterest, LinkedIn, Snapchat,
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Tumblr, YouTube, WhatsApp, Other (type name). Their response was piped into the manipulations and dependent
measures to make the survey relevant and meaningful, but
site selection had no effect on any measure. Participants
were then randomly assigned to read one of four news releases that varied on two factors: (1) who was in control of
managing privacy (the participant or their selected site)
and (2) how easy/difﬁcult managing privacy was to do (see
apps. 1, 2; apps. 1–11 are available online). The explicitness
of the news releases provided a direct manipulation of the
key constructs of control and complexity. For example, in the
self/easy condition, participants were apprised of two emerging trends—simpler privacy features and a greater responsibility to manage one’s own information—accompanied by
short paragraphs detailing these trends. Participants could
not advance in the survey until after a 20-second delay to
ensure they read the news release.
After reading the news release, all participants proceeded
to a new screen that read, “in light of the news release you
just read, please review each of the following items and indicate whether or not you would share this information on
[selected site],” (9-point scale: 24 5 absolutely not, 14 5
absolutely yes) followed by a randomized list of 27 items
commonly posted to social media (e.g., ﬁrst and last name,
relationship status, views on the news; for the full list see
app. 3). Following this, participants were asked, “going forward, do you see yourself using [selected site] less, more, or
about the same amount of information on [selected site]?”
and “going forward, do you see yourself sharing less, more,
or about the same amount of information on [selected site]?”
(7-point scales: 23 5 much less, 13 5 much more). Next,
participants indicated the extent to which maintaining privacy
and securing their information was important/unimportant
(7-point scale: 23 5 extremely unimportant, 13 5 extremely
important), rated the extent to which maintaining privacy
was possible/impossible (7-point scale: 23 5 completely impossible, 13 5 completely possible), and indicated the amount
of effort they were willing to put into “maintaining privacy
and/or managing their information” (7-point scale: 1 5 none,
7 5 an extreme amount).
Finally, to rule out possible alternative explanations, ﬁve
additional measures were included. First, to rule out the
possibility that effects were driven by differences in perceived beneﬁts as a function of control and complexity
(White 2004), participants were asked, “to the degree that
you get something in exchange for sharing your personal
information online (e.g., a free email account via Gmail or
useful product recommendations on Amazon), how okay
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are you with sharing personal information if it means getting these beneﬁts?” (5-point scale: 1 5 not at all okay, 5 5
completely okay). Second, to rule out the possibility that
effects were driven by differences in perceived competence
between one’s self and a company, two questions were added
in which participants rated their own competence and their
selected social media site’s competence with respect to managing privacy (7-point scale: 23 5 extremely incompetent,
13 5 extremely competent). Finally, to rule out the possibility that effects were due to a difference in willingness to
take risks depending on whether oneself or a social media
site was in control, two questions were added in which participants rated their willingness to take risks when posting
information on social media (7-point scale: 23 5 very unwilling, 13 5 very willing). Participants completed demographic information and were compensated for completing
the survey.
Results and Discussion
Privacy’s Importance. Looking ﬁrst at privacy’s importance,
the results of a 2 (control: self vs. social network/company)  2 (complexity: easy vs. difﬁcult) analysis of variance
(ANOVA) revealed a signiﬁcant main effect of complexity
(F(1; 207) 5 4:72, p < :03, h2 5 :02) such that participants
felt privacy was more important when told maintaining privacy was easier to do (M 5 2:11, SD 5 1:04) than harder to
do (M 5 1:78, SD 5 1:22). Control did not inﬂuence importance (F(1; 207) 5 :19, p 5 :66), but a signiﬁcant interaction of control and complexity emerged (F(1; 207) 5 4:71,
p < :03, h2 5 :02), supporting hypothesis 1 (see ﬁg. 2).
Paired contrasts revealed a marginal difference between self
and social network/company when privacy management
was perceived to be difﬁcult, thereby providing partial support for hypothesis 2 (see table 1). An unpredicted signiﬁcant contrast emerged for the social network/company as
a function of complexity, but no difference emerged between self and social network/company within the easy condition comparisons.
Intentions to Share Content and Use Site. Separate averages
for “more public” items (a 5 :86) and “more private” items
(a 5 :94) were created per pretest results where participants indicated how public/private each of the 27 shareable
items was perceived to be (see apps. 4 and 5). As expected,
the intention to share more public items was higher (M 5
:77, SD 5 1:72) and the intention to share more private
items was lower (M 5 21:18, SD 5 1:82). The intention
to share all items fell between the two (M 5 2:53,
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Figure 2. Privacy’s importance as a function of control and
complexity.

SD 5 1:65). No main effects or interaction of control and
complexity emerged for the public items, private items, or
combination of the two (F ≤ 1:60, p ≥ :21). As predicted,
privacy’s importance was inversely correlated to intention
to share private items (r(211) 5 2:32, p < :001) but not public items (r(211) 5 :03, p 5 :64), supporting hypothesis 3.
A test of moderated mediation (model 7 in Hayes 2017)
with control and complexity as the predictor variables, privacy’s importance as the mediator, and the composite intention to share average for the more private shareable
items was marginally signiﬁcant (B 5 :21; 90% conﬁdence
interval [CI]: .01, .43; Savary and Dhar 2014), providing
partial support for hypothesis 4, while a follow-up model
replacing the dependent variable with the public item composite was not signiﬁcant (95% CI: 2.13, .07). Together,
the results suggest that participants who perceived privacy
management to be difﬁcult and whom were told they were

personally in control of managing privacy rated privacy as
being more important and, consequently, had lower intentions to share private information online. Participants who
perceived privacy management to be difﬁcult and whom
were told their selected social media site was in control of
managing privacy rated privacy to be less important, which
led to greater intentions to share private personal information online.
Looking next at the single-item measures regarding intentions to use the social media site and to post more or less information going forward, no main effects or interactions of
control or complexity were signiﬁcant for intentions to use
the selected social media site or to post more/less information going forward (F ≤ :51, p ≥ :48). However, a moderated
mediation revealed that privacy’s importance marginally
mediated the relationship among control, complexity, and
intention to share more/less information going forward
(B 5 :10; 90% CI: [.01, .22]) following the same pattern as
the shared privacy items. Importance did not mediate any
effect on intention to use a social media site more/less. Together, results suggest that participants intended to use the
site as frequently as one another, but that the amount of information they intended to share varied as a function of
control and complexity through the perceived importance of
privacy.
Impossibility and Effort. No main effects or interactions
were found for the measures of perceived impossibility or effort (F ≤ 2:65, p ≥ :11). Neither impossibility nor effort mediated the relationship among control, complexity, and sharing of personal information, whether more public or more
private content. However, moderated mediation revealed a
marginally signiﬁcant indirect effect via privacy’s importance for effort (B 5 2:16; 90% CI [2.32, 2.01]): when
managing privacy was perceived to be difﬁcult, participants
intended to exert more effort managing privacy if told they
were personally in control but less effort if told the social
media site was in control. Effort, like private content and

Table 1. Means, Standard Deviations, and Paired Contrasts by Condition for Privacy’s Importance
Complexity
Control
Self
Social network/company
Paired contrasts (top-down):

Easy

Difﬁcult

Paired contrasts (left-to-right)

M 5 1.98, SD 5 1.12
M 5 2.25, SD 5 .93
t(207) 5 21.23, p 5 .22

M 5 1.91, SD 5 1.18
M 5 1.58, SD 5 1.24
t(207) 5 1.84, p 5 .067

t(207) 5 .002, p 5 .99
t(207) 5 3.05, p < .003

Volume 5

intention to share more or less information, varied as function of control and complexity via the perceived importance
of privacy. Although prior research (Hargittai and Marwick
2016) suggested a general sense of apathy, the ﬁndings for
effort here show that users are not universally or consistently
apathetic. Instead, efforts to manage privacy vary as a function of control and complexity through privacy’s shifting importance: when managing privacy seems difﬁcult, users plan
to exert less effort when a company is in control because privacy is perceived to be less important, yet users intend to exert more effort when they are personally in control because
privacy is perceived to be more important.
Alternative Explanations. To rule out that the observed effects were due to differences in perceived beneﬁts, perceived
competence in managing privacy, or willingness to take risks,
ﬁve separate ANOVAs were conducted, one for each of the
ﬁve measures. No main effects or interactions were found
for perceived beneﬁts, perceived self-competence, perceived
site competence, risk taking if oneself is in control, or risk taking if the social media site is in control (F ≤ 2:13, p ≥ :15).
Follow-up moderated mediation analyses replacing privacy’s
importance with each of the alternative explanation metrics
also revealed no signiﬁcant or marginal mediation via the alternative explanation constructs (all conﬁdence intervals included zero at the 95% and 90% signiﬁcance level). Together,
results suggest that differences with respect to intentions to
disclose more private personal information, as well the stated
intention to share more/less information and to exert effort
managing privacy, all vary as a function of privacy’s shifting
importance and not perceived beneﬁts, competency differences, or risk-taking behavior.
The results of the ﬁrst experiment provided initial support for the hypotheses that privacy’s importance varies as
a function of control and complexity of privacy maintenance and that this difference in importance affects an individual’s willingness to disclose private but not public information. The results also reveal that effort is not an
alternative mechanism but, instead, is also affected by variations in the subjective importance of privacy as a function
of control and complexity. Furthermore, control and complexity do not affect individuals’ intentions to keep using a
social network, in general but do affect how much they intend to share private information going forward. The ﬁrst experiment also ruled out several alternative explanations—differences in perceived beneﬁts, perceived competence, and
willingness to take risks—further supporting the unique
role that the subjective importance of privacy plays. Although
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the ﬁrst experiment provided preliminary evidence of the
hypothesized effect, the experiment relied on an explicit
manipulation of control and complexity. A second experiment was designed to explore the robustness of the effect
by varying the explicitness of the manipulation, as well as
the source.
EXPERIMENT 2: PRIVACY POLICY

The purpose of the second study was to replicate the ﬁndings from the ﬁrst study while also exploring the robustness
of the effect by using a different method to manipulate difﬁculty: the feeling of ease/difﬁculty stemming from reading
a ﬂuent/disﬂuent privacy policy. That is, instead of explicitly
referencing the ease/difﬁculty of managing privacy as was
done in the initial study, the second study explored whether
an experience of ease/difﬁculty with respect to ﬂuency could
also produce the effect.

Method
Design and Participants. A total of 200 participants
(M age 5 34:51, SDage 5 10:32; 58% female) recruited from
Amazon MTurk completed the second experiment in exchange
for $.25. A sample size target of 200 participants was set in
advance. The second experiment was identical to the ﬁrst
experiment with two important exceptions. First, instead of
reading news releases that served as explicit condition manipulations, participants were randomly assigned to read
one of four privacy policies said to be from their selected site
(see app. 6). The policies varied on two factors: (1) who was in
control of managing privacy (the participant or their selected
site) and (2) how easy/difﬁcult managing privacy felt. Control
was manipulated by stating, “On [site selected] you/we are ultimately in charge, where “you” represented the participants
and “we” represented the social media company selected. The
ease/difﬁculty factor was manipulated using the complexity
of the policy’s language (e.g., easy: “from the safety features
you select”; difﬁcult: “from your utilization of protectionary
attributes”) and was supported in a separate pretest (see
app. 7). Participants could not advance in the survey until after a 20-second delay to ensure they read the policy. Second,
the measures capturing the alternative explanations ruled
out in the ﬁrst experiment were omitted.
After reading the privacy policy, all participants proceeded
to a new screen that read, “in light of the privacy policy you
just read, please review each of the following items and
indicate whether or not you would share this information
on [selected site],” followed by the randomized list of 27 items
used in the ﬁrst experiment. Participants also completed the
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single-item measures regarding future site use and intention
to share more, less, or about the same amount of information on the site, as well as the same importance, impossibility, and effort measures from the ﬁrst experiment. Finally,
participants completed demographic questions and were compensated for participating.
Results and Discussion
Privacy’s Importance. Looking ﬁrst at privacy’s importance,
the results of a 2 (control: self vs. social network/company)  2 (complexity: easy vs. difﬁcult) ANOVA revealed
a signiﬁcant main effect of control (F(1; 196) 5 4:24, p <
:04, h2 5 :02) such that participants felt privacy was more
important (M 5 2:28, SD 5 :85) when told they were in
control of establishing and managing their privacy than when
told their selected social media site was in control (M 5 1:98,
SD 5 1:15). The complexity of the privacy policy did not inﬂuence privacy’s importance (F(1; 196) 5 :001, p 5 :97). A
marginal interaction of control and complexity emerged
(F(1; 196) 5 2:67, p 5 :10) providing partial support for hypothesis 1 (see ﬁg. 3). Paired contrasts revealed this interaction was driven by the predicted difference between self and
social network/company control when managing privacy was
perceived to be difﬁcult, which provided support for hypothesis 2 (see table 2). The results were consistent with the
predicted pattern but suggest the effect may require that
individuals perceive actual differences in the difﬁculty of
managing privacy, as shown in the ﬁrst experiment, instead

Figure 3. Privacy’s importance as a function of control and
complexity.

of more implicit feelings of difﬁculty elicited via ﬂuency/
disﬂuency.
Intentions to Share Content and Use Site. The same composite
scores for “more public” items (a 5 :90) and “more private”
items (a 5 :90) were created from the intention-to-share
ratings as was done in the ﬁrst experiment, and the same pattern for sharing emerged: the intention to share more public
items was higher (M 5 :44, SD 5 1:89), private items lower
(M 5 21:51, SD 5 1:62), and all items between the two
(M 5 2:86, SD 5 1:59). Again, no main effects or interaction of control and complexity emerged for the public items,
private items, or combination of the two (F ≤ 2:60, p ≥ :11).
As predicted, privacy’s importance was inversely correlated to
intention to share private items (r(200) 5 2:20, p < :004)
but not public items (r(200) 5 :05, p 5 :46), supporting
hypothesis 3.
A test of moderated mediation (model 7 in Hayes 2017)
with control and complexity as the predictor variables, privacy’s importance as the mediator, and the composite intention to share average for the private shareable items as the
dependent variable was signiﬁcant (B 5 :16; 95% CI: .02,
35), providing support for hypothesis 4, while a follow-up
model replacing the dependent variable with the public item
composite was not signiﬁcant (95% CI: 2.22, . 09). The results replicate those of the ﬁrst study: when managing privacy is perceived to be difﬁcult, privacy’s importance is
greater when one is personally in control of managing privacy and lower when a social network/company is in control,
and this subjective importance of privacy inversely predicts
disclosure of private (but not public) personal information.
Looking next at the single-item measures regarding intentions to use the social media site and to post more/less information going forward, a main effect of control emerged for
both site usage (F(1; 196) 5 8:33, p < :004) and intention
to post more/less information (F(1; 196) 5 7:61, p < :006):
participants who were told they were in control intended to
use the site less and post less than participants who were told
the social media site was in control. Complexity had no effect
on site usage or intention to post more/less information (F ≤
:06, p ≥ :81). The interaction of control and complexity on
future site use was not signiﬁcant (F(1; 196) 5 1:33, p 5
:25) but was signiﬁcant for intention to post more/less information going forward (F(1; 196) 5 4:07, p < :045). Speciﬁcally, participants told they were in control of managing
their privacy who perceived privacy management to be difﬁcult intended to post the least (M 5 2:90, SD 5 1:53),
while participants told the social media site was in control
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Table 2. Means, Standard Deviations, and Paired Contrasts by Condition for Privacy’s Importance
Complexity
Control
Self
Social network/company
Paired contrasts (top-down)

Easy

Difﬁcult

Paired contrasts (left-to-right)

M 5 2.16, SD 5 1.01
M 5 2.10, SD 5 1.07
t(196) 5 .30, p 5 .77

M 5 2.39, SD 5 .67
M 5 1.86, SD 5 1.23
t(196) 5 2.64, p < .009

t(196) 5 21.13, p 5 .26
t(196) 5 21.18, p 5 .24

who also saw a difﬁcult privacy policy intended to post the
most (M 5 :02, SD 5 1:26) with the self/easy (M 5 2:49,
SD 5 1:31) and site/easy (M 5 2:35, SD 5 1:35) between
the two. As in the ﬁrst experiment, a moderated mediation
revealed a signiﬁcant indirect effect via privacy’s importance for intention to share more/less information going
forward (B 5 :16; 95% CI: .04, 30) following the same pattern as the shared privacy items. Importance did not mediate any effect on intention to use a social media site more/
less. Again, although intentions to continue using a social
media site did not differ as a function of control and complexity, the intention to share more/less information did
differ in the same pattern as before.
Impossibility and Effort. Aside from a marginal main effect
of complexity on effort (Mdifficult 5 5:46, SD 5 1:17 vs.
Measy 5 5:18, SD 5 1:21; F(1; 196) 5 2:70, p 5 :10), no
main effects or interactions were found for the measures
of perceived impossibility or effort (F ≤ 1:00, p ≥ :32).
Neither impossibility nor effort mediated the relationship
among control, complexity, and sharing of personal information, whether more public or more private content. However,
moderated mediation through privacy’s perceived importance
emerged for effort (B 5 2:22; 95% CI: 2.37, 2.06): when
the privacy policy elicited feelings of difﬁculty via ﬂuency/
disﬂuency, participants intended to exert more effort on privacy management if told they were in control but less effort
if told the social media site was in control, a replication of
the initial study’s results.
Experiment 2 replicated the ﬁndings of experiment 1 using a different, more implicit manipulation of complexity.
The marginal control/complexity interaction, while yielding
the predicted pattern of results, suggested the effect may
be less likely to occur through an experience of ease/difﬁculty with respect to ﬂuency and may instead require individuals to perceive actual differences in the ease/difﬁculty
of managing the privacy process, as was observed in experiment 1. However, both experiments found that the perceived

importance of privacy mediated intentions to disclose more
private personal information as predicted. If it is the case that
the importance of privacy is the mechanism underlying the
observed effects, then directly manipulating privacy’s importance should allow for reversal of the effects. For example,
the ﬁrst two studies showed how participants perceived privacy to be less important when managing privacy was said to
be difﬁcult and a company was in control, and this lower importance of privacy led to a greater intention to share private
personal information. Telling these same participants that
privacy is actually very important, then, should reverse the
observed effect and decrease these participants’ intention to
disclose private personal information. A third and ﬁnal experiment was designed to explore this additional test of the
underlying process.
E X P E R I M E N T 3 : M A N I P U L A T I N G P R I V A C Y’ S
IMPORTANCE

The primary purpose of the third and ﬁnal study was to provide additional support for the subjective importance of privacy as the mechanism underlying the observed relationship among control, complexity, and intention to disclose
private personal information. Whereas the ﬁrst two studies
measured the subjective importance of privacy and demonstrated process via mediation, the ﬁnal study manipulates
privacy’s importance directly while holding difﬁculty constant across conditions (as differences are expected when
managing privacy is perceived to be difﬁcult, as demonstrated
in experiments 1 and 2). Doing so should allow us to replicate and reverse effects observed in the previous studies.
A second purpose of the ﬁnal study was to explore whether
privacy’s shifting importance could moderate effects of wellknown privacy-related constructs, like the privacy paradox’s
risk-beneﬁt trade-off tolerance and trust, on disclosure intentions. In the case of the privacy paradox, a rational argument
would suggest that a higher subjective importance of privacy
should lead to lower tolerance for a risk-beneﬁt trade-off (resulting in less disclosure), while a lower subjective importance
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of privacy should lead to a greater tolerance for a risk-beneﬁt
trade-off (resulting in more disclosure), but is this always
true? Thus, a different way to illustrate the unique contribution of privacy’s shifting importance to the literature would
be to test whether privacy’s importance moderates any effects of these existing constructs within the privacy and disclosure literature. Finally, while the ﬁrst experiment effectively ruled out several alternative explanations, the speciﬁc
questions were limited in that they were single, standalone
measures and, in the case of beneﬁts and risks, were treated
separately instead of as the trade-off common to the privacy
paradox literature. The ﬁnal study uses more robust composite measures to rule out alternative explanations including
potential differences in self-efﬁcacy.

Method
Design and Participants. A total of 240 participants
(Mage 5 36:23, SDage 5 11:23; 55% female) recruited from
Amazon MTurk completed the third experiment in exchange for $.25. A sample size target of 200 participants
was set in advance. Participants were randomly assigned to
one condition in a 2 (control: self vs. online company)  2
(privacy’s importance: important vs. unimportant) betweensubjects design. The results of the ﬁrst two studies supported
the hypothesis that the observed effect should be found
when complexity was difﬁcult, so difﬁculty was held constant across all participants in this ﬁnal experiment to permit further probing of the effect. Speciﬁcally, participants
read what was ostensibly an excerpt from a recent newspaper article noting that “actively managing your information, data, and privacy online is difﬁcult,” while also varying
the extent to which an individual or online companies were
in control of actively managing privacy and whether or not
privacy was important or unimportant (see app. 8). After
reading the news excerpt, participants rated their intention
to disclose the 27 shareable items that were used in the ﬁrst
two experiments, as well as their stated intention to share
more/less content going forward.
Following these ratings, participants completed additional measures to assess their tolerance for risk-beneﬁt
trade-offs, their trust perceptions for themselves and online
companies, and their sense of self-efﬁcacy. To measure tolerance for risk-beneﬁt trade-offs, participants rated ﬁve related statements including, “I’m willing to share more
online if I feel like I’m getting something in return,” and
“I am okay sharing personal or private information if I get
to use email, social media, and other sites for free” (7-point
scale: 1 5 completely disagree, 7 5 completely agree; see

app. 9). To measure trust perceptions, participants completed
12 ratings pertaining to the trust components of perceived
expertise and benevolence for both themselves (six items)
and online companies (six items), which included items like,
“how likely are you to say [you/online companies] are knowledgeable about managing data/information and privacy online?”; and “how likely are you to say that [you/online companies] are looking out for your best interests with respect to
data/information and privacy online?” (9-point scale: 24 5
completely unlikely, 14 5 completely likely, see app. 10;
White 2005). To measure self-efﬁcacy, participants completed an eight-item self-efﬁcacy inventory (Chen, Gully,
and Eden 2001), which included items like, “I believe I can
succeed at any endeavor to which I set my mind”; and “when
facing difﬁcult tasks, I think I can accomplish them” (5-point
scale: 1 5 strongly disagree, 5 5 strongly agree; see app. 11).
Participants completed demographic information and were
compensated for completing the survey.
Results and Discussion
Intentions to Share Content. Separate averages for “more public” items (a 5 :85) and “more private” items (a 5 :93) were
created. A 2 (control: self vs. online company)  2 (privacy’s
importance: important vs. unimportant) ANOVA revealed
no signiﬁcant main effects of control or privacy’s importance on intention to share in general, to share public content, or to share private content (F ≤ 1:58, p ≥ :21). Marginal
interactions emerged for intention to share private items
(F(1; 236) 5 3:63, p 5 :06, h2 5 :02) and stated intention
to post more/less going forward (F(1; 236) 5 3:56, p 5 :06,
h2 5 :02). Paired contrasts revealed no signiﬁcant contrasts
for intention to share private items (crossover interaction;
see ﬁg. 4, table 3), and one signiﬁcant contrast for the stated
intention to share more/less going forward (see ﬁg. 5, table 4). Replicating the ﬁndings of the ﬁrst two studies, participants intended to disclose more private personal information and to share more, in general, when companies were
in control of privacy management and privacy was said to
be unimportant. However, when privacy was manipulated
to be important, the effects were reversed: participants who
thought companies were in control of privacy management
intended to disclose less private personal information and
to share less information, in general. This ﬁnding provides
additional support of hypothesis 4, through direct manipulation instead of mediation, by showing how intention to
disclose private information is a function of difﬁculty, control, and privacy’s importance. Differences when oneself was
in control were less pronounced, but the pattern of means
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Figure 4. Private item disclosure as a function of control and
privacy’s importance.

is consistent with the previous experiments’ ﬁndings: participants share less information and disclose fewer private
personal items when privacy is difﬁcult, important, and oneself is in charge compared to participants for whom privacy
is difﬁcult, unimportant, and a company is in control.
Risk-Beneﬁt Trade-Off Tolerance. The ﬁve privacy paradox
risk-beneﬁt trade-off tolerance measures were combined to
make a trade-off tolerance composite (a 5 :91). A 2 (control: self vs. online company)  2 (privacy’s importance: important vs. unimportant) ANOVA revealed no signiﬁcant
main effects of control or privacy’s importance on tradeoff tolerance (F ≤ :16, p ≥ :69). However, a signiﬁcant interaction emerged (F(1; 236) 5 10:75, p < :001, h2 5 :04;
see ﬁg. 6). Paired contrasts revealed signiﬁcant contrasts
between each paired condition (see table 5). Although a ra-
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tional approach to a risk-beneﬁt analysis suggests a main
effect of privacy’s importance on trade-off tolerance (i.e.,
the more important privacy is, the less tolerant one should
be toward trade-offs), none is observed. Instead, the effect
of privacy’s importance on trade-off tolerance is moderated by who is in control of managing privacy. When privacy is unimportant, people exhibit greater trade-off tolerance when the online company is in control than when they
themselves are in control. When privacy is important, people exhibit greater trade-off tolerance when they are in control than when an online company is in control. Thus, it
seems one’s risk-beneﬁt trade-off tolerance varies as a function of who is control and privacy’s varying importance,
highlighting the contribution of the latter to the existing
work.
A test of moderated mediation (model 7 in Hayes 2017)
with control and privacy’s importance as the predictor variables, trade-off tolerance as the mediator, and the composite intention to share average for the more private shareable items was also signiﬁcant (95% CI: 21.58,2.38). The
results show that when privacy is important, participants
intend to disclose fewer private items as a result of having
a lower trade-off tolerance when an online company controls privacy management but intend to disclose more private items as a result of having a higher trade-off tolerance
when oneself is in control. When privacy is unimportant,
participants intend to disclose more private items as a result of having higher trade-off tolerance when an online
company controls privacy management but intend to disclose fewer private items as a result of having a lower
trade-off tolerance when oneself is control. The pattern
of results is consistent with the prior studies’ ﬁndings for
online companies, which makes sense given that one’s subjective importance of privacy is lower when a company is in
control and privacy management is perceived to be difﬁcult.
The results of the current study reﬂect this for company
control, difﬁculty, and privacy unimportance. The ﬂip for

Table 3. Means, Standard Deviations, and Paired Contrasts for Intention to Share Private Items
Privacy’s importance
Control
Self
Online company
Paired contrasts (top-down)

Unimportant

Important

Paired contrasts (left-to-right)

M 5 21.51, SD 5 1.36
M 5 2.94, SD 5 1.89
t(236) 5 21.67, p 5 .10

M 5 21.05, SD 5 2.22
M 5 21.40, SD 5 1.85
t(236) 5 1.03, p 5 .31

t(236) 5 21.36, p 5 .18
t(236) 5 1.33, p 5 .18
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Figure 5. Private item disclosure as a function of control and
privacy’s importance.

when oneself is in control, although unanticipated, is addressed in the next section.
Trust. The 12 trust measures were combined to make four
composite trust scores: Trust_Self_Expertise (a 5 :91).
Trust_Self_Benevolence (a 5 :83), Trust_Company_Exper
tise (a 5 :90), and Trust_Company_Benevolence (a 5:93).
Previous research (White 2005) has shown how participants prefer seeking advice from experts when making less
emotionally difﬁcult choices but from more benevolent providers when making more emotionally difﬁcult decisions.
Given the technical expertise needed to manage privacy
in complicated online contexts, one might expect the opposite to be true here: participants might perceive greater trust
in the expertise of an online company when privacy is important and managing privacy is difﬁcult to do. This greater
(lower) trust in online companies’ expertise is likely to pre-

dict intention to disclose more (less) private personal information but only when privacy is important (analogous to
the more active, advice-seeking contexts from the motivating literature). A 2 (control: self vs. online company)  2
(privacy’s importance: important vs. unimportant) ANOVA
revealed a signiﬁcant main effect of control on Trust_
Company_Expertise (F(1; 236) 5 9:97, p < :002, h2 5 :04)
but no other main effect of control or privacy’s importance
on any of the other trust scores (F ≤ 2:17, p ≥ :14). Participants trusted online companies’ expertise more when companies were said to control privacy management (M 5 1:75,
SD 5 1:58) compared to when oneself was said to control
privacy management (M 5 :98, SD 5 2:15). No interactions
between control and privacy’s importance emerged across
the four dependent trust score measures (F ≤ 2:15, p ≥ :14).
However, closer inspection of the predicted difference between self and online company control within the important
privacy condition revealed a signiﬁcant planned contrast
(t(236) 5 23:29, p < :001; see ﬁg. 7, table 6): when privacy
is important, participants exhibited greater trust in the expertise of online companies when these companies were said
to be in control of privacy management but less trust in the
expertise of online companies when oneself was in control.
A test of moderated mediation (model 7 in Hayes 2017)
with control and privacy’s importance as the predictor variables, Trust_Company_Expertise as the mediator, and the
composite intention to share average for the more private
shareable items was signiﬁcant when privacy was important (95% CI: .06, .40) but not when it was unimportant
(95% CI: 2.05, .25). Thus, trust in company expertise predicted the relationship between control and intention to
disclose private items but only when privacy was important. The pattern of results is consistent with the prior
studies’ ﬁndings for individuals, which makes sense given
that one’s subjective importance of privacy is higher when
oneself is in control and privacy management is perceived
to be difﬁcult. The results of the current study reﬂect this
for self-control, difﬁculty, and privacy importance.

Table 4. Means, Standard Deviations, and Paired Contrasts for Sharing More/Less Going Forward
Privacy’s importance
Control
Self
Online company
Paired contrasts (top-down)

Unimportant

Important

M 5 2.46, SD 5 1.34
M 5 2.20, SD 5 1.21
t(236) 5 21.02, p 5 .31

M 5 2.32, SD 5 1.50
M 5 2.74, SD 5 1.53
t(236) 5 1.65, p 5 .10

Paired contrasts
(left-to-right)
t(236) 5 2.57, p 5 .57
t(236) 5 2.08, p < .04
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by showing how the effects of established constructs, like
trade-off tolerance and trust (expertise), change as a function of privacy’s shifting importance.

Figure 6. Risk-beneﬁt trade-off tolerance as a function of control
and privacy’s importance.

Considering the current ﬁndings in light of those presented above for trade-off tolerance, it is possible that
trade-off tolerance better explains the relationship between
privacy’s importance and intention to disclose when privacy is less important while trust in an online company’s
expertise better explains this relationship when privacy is
more important. Alternatively, priming consumers to think
more about risk-beneﬁt trade-offs or trust in a company’s
expertise when privacy management is difﬁcult and important could lead them to disclose more or less, respectively.
In either case, the ﬁndings highlight the importance of better understanding how the subjective importance of privacy
plays a role in information disclosure, ﬂipping effects for
trade-off tolerance in the former example and moderating
effects for trust in company expertise in the current example. These ﬁndings highlight the contribution of privacy’s
shifting importance to the privacy and disclosure literature

Self-Efﬁcacy. The eight self-efﬁcacy measures were combined to make a composite self-efﬁcacy score (a 5 :93). A
2 (control: self vs. online company)  2 (privacy’s importance: important vs. unimportant) ANOVA revealed no significant main effects (F ≤ :18, p ≥ :67). However, a marginally
signiﬁcant interaction emerged (F(1; 236) 5 3:70, p 5:05,
h2 5 :02; see ﬁg. 8). Paired contrasts revealed no signiﬁcant
differences (see table 7). A test of moderated mediation
(model 7 in Hayes 2017) with control and privacy’s importance as the predictor variables, self-efﬁcacy as the mediator, and the composite intention to share average for the
more private shareable items was also not signiﬁcant (95%
CI: 2.22, .07). Self-efﬁcacy, while seemingly affected by control and privacy’s importance, does not mediate the relationship between these variables and the intention to disclose private information.
Taken together, the results of the third and ﬁnal study
highlight the importance of understanding the role privacy’s
importance plays with respect to the disclosure of private
personal information. By directly manipulating privacy’s importance, results observed in the ﬁrst two experiments were
replicated and reversed as predicted, providing additional
support that privacy’s importance underlies the observed effects. In addition, linking privacy’s importance to the privacy
paradox’s risk-beneﬁt tolerance trade-off, as well as to a measure of trust (i.e., trust in a company’s expertise), shows the
nuanced way privacy’s changing importance can moderate
previously established relationships within the privacy and
disclosure literature. With respect to trade-off tolerance,
the rational prediction—that a higher (lower) subjective
importance of privacy should always lead to lower (higher)
tolerance for a risk-beneﬁt trade-off and resulting in less
(more) disclosure—is not supported by the results. Instead,
trade-off tolerance varies by importance as a function of

Table 5. Means, Standard Deviations, and Paired Contrasts for Risk-Beneﬁt Trade-off Tolerance
Privacy’s importance
Control
Self
Online company
Paired contrasts (top-down)

Unimportant

Important

Paired contrasts (left-to-right)

M 5 3.14, SD 5 1.48
M 5 3.81, SD 5 1.58
t(236) 5 22.35, p < .02

M 5 3.72, SD 5 1.55
M 5 3.08, SD 5 1.61
t(236) 5 2.28, p < .02

t(236) 5 22.06, p < .04
t(236) 5 2.57, p < .01
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Figure 7. Trust online company (expertise) as a function of control
and privacy’s importance.

who is in control of managing privacy. The malleability of
privacy’s importance, as demonstrated by the interaction of
control and complexity of privacy management in the ﬁrst
two studies, suggests that a better understanding of the relationships among these important inﬂuencers of disclosure is
possible and worthy of future exploration.
GENERAL DISCUSSION

Much of modern life is intermediated by online platforms
that collect our data. From social media to free email accounts, online shopping to social browsing, individuals are
constantly confronted with data collection and privacy management moments. Legislative attempts to protect privacy—
which include proposals to give individuals more “control”
over their privacy, impose afﬁrmative obligations on technology companies, and everything in between—are often rejected or ignored by the discourse of the “privacy paradox”:

people don’t care about their privacy, the argument goes,
because they freely disclose signiﬁcant amounts of information online. As public policy shifts expectations for who controls (or actively manages) privacy, and technology either
makes controlling privacy feel more easy or difﬁcult to do,
better understanding individuals’ subjective importance of
privacy has never been more important.
Three experiments provide initial support for the proposed subjective importance of privacy hypothesis that suggests control and complexity of managing privacy shifts individuals’ subjective perception of the importance of privacy,
which then inﬂuences their willingness to disclose private
personal information. The process underlying the effect—
differences in the subjective importance of privacy—is demonstrated via statistical mediation and by direct manipulation of privacy’s importance. The direct manipulation of
privacy’s importance allows for both replication and reversal of observed effects, providing additional evidence that
privacy’s importance underlies the effects observed throughout. Although effects replicate across studies and the patterns of means emerge as predicted, some limitations exist
with respect to robustness: relatively more implicit manipulations of difﬁculty, such as the ease/difﬁculty elicited from
ﬂuency/disﬂuency, appear to attenuate results. Thus, while
the current studies present initial support for the current
work’s novel conceptual framework, future research can build
on the ﬁndings herein to better understand the inﬂuence of
privacy’s shifting importance with respect to privacy and
disclosure.
When considering the subjective importance of privacy
hypothesis in light of the established work on the privacy paradox, seemingly irrational outcomes emerge. First, the ﬁnding that explicit ease/difﬁculty and implicit feelings of ease/
difﬁculty elicit comparable effects that vary in strength (experiments 1 and 2) is useful. Second, although a rational argument would predict a lower (greater) risk-beneﬁt trade-off
tolerance when privacy is said to be important (unimportant), the current work ﬁnds that this, too, is more nuanced:

Table 6. Means, Standard Deviations, and Paired Contrasts for Trust Online Company (Expertise)
Privacy’s importance
Control
Self
Online company
Paired contrasts (top-down)

Unimportant

Important

Paired contrasts (left-to-right)

M 5 3.14, SD 5 1.48
M 5 3.81, SD 5 1.58
t(236) 5 21.19, p 5 .23

M 5 3.72, SD 5 1.55
M 5 3.08, SD 5 1.61
t(236) 5 23.29, p < .001

t(236) 5 1.37, p 5 .17
t(236) 5 2.71, p 5 .48
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particularly striking: corporate pronouncements about their
privacy responsibilities together with inscrutably designed
privacy management tools may have the effect of actually
increasing user tendency to disclose relatively more private
personal information.

Figure 8. Self-efﬁcacy as a function of control and privacy’s
importance.

people’s trade-off tolerance varies as a function of who controls privacy management and whether privacy perceived to
be more or less important (experiment 3). Even effects of
trust in a company’s expertise are moderated by privacy’s
shifting importance (experiment 3).
In other words, whereas the conventional wisdom around
the “privacy paradox” suggests that individuals make rational
disclosure choices, the current work adds to the research offering alternative explanations for the paradox by suggesting
that privacy’s importance varies among different contexts
and predicts disclosure intentions beyond the traditional
risk-beneﬁt calculation. More speciﬁcally, an important contribution of the current work with respect to the existing literature is that privacy’s importance is not a ﬁxed construct
but, instead, varies and shifts based on situational factors like
who is in control of managing privacy and the ease/difﬁculty
of managing privacy in particular contexts. This ﬁnding is

Theoretical and Practical Contributions
The current work complements and builds on the privacy decision making and disclosure literature. The “privacy paradox” and its correlative assumptions of rational, risk-beneﬁt
decision making have long held sway in the literature on
privacy and disclosure. In fact, privacy policies are rooted
in this “notice and consent” approach, in which companies
provide notice of the risks and beneﬁts associated with
using their site or services and users consent accordingly.
However, this approach has not only been proven inadequate to protect privacy (Reidenberg et al. 2014), but it also
reﬂects outdated assumptions about user behavior. The current research, like that of White (2004), Acquisti and Grossklags (2005), John et al. (2011), and others suggests that
disclosure behavior is contextual rather than static, inﬂuenced by irrationality rather than pure rationality. Unlike
the previous literature, however, we offer another explanation suggesting that perceptions of control and privacy’s importance can affect individuals’ propensity to disclose private information.
This research also contributes to the literature on the impact and effect of endogenous versus exogenous control
with respect to privacy. The literature on the connection between control and risk is split between theories based on responsibility for others and locus of control. Under the former
approach, exogenous control over privacy should, theoretically, cause users to perceive lower disclosure risk because
those responsible for others tend to take less risks (Charness
2000; Reynolds et al. 2009). Under the latter approach,
endogenous control by users themselves should create feelings of empowerment, leading to more conﬁdence in their

Table 7. Means, Standard Deviations, and Paired Contrasts for Self-Efﬁcacy
Privacy’s importance
Control
Self
Online company
Paired contrasts (top-down)

Unimportant

Important

Paired contrasts (left-to-right)

M 5 4.12, SD 5 .62
M 5 3.93, SD 5 .76
t(236) 5 21.56, p 5 .12

M 5 3.91, SD 5 .71
M 5 4.05, SD 5 .66
t(236) 5 21.16, p 5 .25

t(236) 5 1.68, p 5 .09
t(236) 5 21.05, p 5 .30
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disclosure risks (Lo 2010). The current work suggests that
when privacy management is perceived to be difﬁcult, endogenous or personal control increases the perceived subjective
importance of privacy and, therefore, decreases disclosure
of private personal information. When privacy management
is perceived to be difﬁcult, exogeneous control decreases the
perceived importance of privacy and increases disclosure of
private personal information. The current research provides
an explanation for how control can either increase or decrease privacy’s importance as a function of the difﬁculty
of privacy management.
That the effects herein manifest when privacy management feels difﬁcult is in line with previous literature on
metacognitive experience and cultural ﬂuency (Schwarz
2011; Mourey et al. 2015), which have associated difﬁculty
with greater mental effort and ease or ﬂuency with lower
expenditure of effort. Easy experiences do not command
the same attention as difﬁcult ones. Similarly, experiences
of difﬁculty can be interpreted to mean a task at hand is important or unimportant, even impossible (Oyserman et al.
2018). In the current context, privacy management is difﬁcult. Effectively navigating the site-by-site and app-by-app
privacy permissions can prove exhausting, if not wholly selfdefeating (Hartzog 2018). And understanding the data collection effects of particular privacy management choices is
difﬁcult even for experts (Reidenberg et al. 2015). Therefore,
in a context where perceptions of difﬁculty are likely to be
high, the current work highlights the importance of control,
perceptions of difﬁculty, and privacy’s shifting importance
in many privacy and disclosure situations.
Our work also has implications for transformative consumer research. Transformative consumer research is work
that seeks to beneﬁt consumer welfare and the quality of life
for all beings affected by consumption. By showing the impact of control and privacy management complexity on disclosure behavior, the current work can support regulatory
efforts to protect consumers and hold technology companies accountable for data misuse. This research suggests
technology companies can effectively induce disclosure by
design, or, in other words, use code, language, and aesthetics (Hartzog 2018) to make privacy management feel difﬁcult and wrest control away from users. Even a wellintentioned company seeking to reassure users that their
data is being properly managed by the company may inadvertently be encouraging users to disclose more information, particularly more private information. In light of these
ﬁndings, regulators at the Federal Trade Commission (Solove and Hartzog 2014) or in state attorneys-general ofﬁces

(Citron 2017) should consider and interrogate this possibility of this inﬂuence.

Limitations and Future Research
The current work provides initial evidence for the proposition that the control over and perceived difﬁculty of privacy
management have signiﬁcant effects on perceptions of privacy’s importance, which, in turn, inﬂuences disclosure behavior. One limitation of this research is that privacy’s importance can be inﬂuenced by any number of contextual
factors not incorporated into the current studies. From relative expertise to perceived conﬁdence, misattributed physiological arousal to emotional state, any number of situational factors could also affect the perceived importance
of privacy. We observe this in the ﬁnal experiment in which
both trade-off tolerance and trust in a company’s expertise
mediated the relationship among control, privacy’s importance, and intention to disclose private personal information. Future studies can build on the current work by exploring these relationships to understand when, or why,
one process is more likely to elicit an effect than others.
In addition, although the current studies managed to
produce the predicted effects using different stimuli, the results were notably weaker when ease/difﬁculty was manipulated more implicitly via the ﬂuency/disﬂuency of a privacy
policy. This suggests that the proposed effects may require
that individuals perceive actual differences in the ease/difﬁculty of privacy management as opposed to general “feelings of ease/difﬁculty” elicited by the ﬂuency/disﬂuency of
processing written text. Future research could build on the
current work to explore the extent to which ease/difﬁculty
must be consciously considered as opposed to implicitly felt
and whether that ease/difﬁculty must be attributed to privacy management, speciﬁcally, or can be a more general perception of ease/difﬁculty. Similarly, while direct manipulation of the proposed underlying mechanism replicated and
reversed effects in a predictable manner for the company
control condition in the ﬁnal study, effects were weaker and
reversed for the self control condition. Future research could
explore the extent to which the effects herein are driven by
differences in privacy’s importance as a function of an external source of control, which would map onto the lack
of movement seen for the self condition in the ﬁrst study
and some measures for self in the ﬁnal study. The results
suggest greater nuance that is certainly worth exploring.
The studies herein also suggest that perceived privacy
importance predicts an individual’s willingness to disclosure
more private, but not necessarily more anodyne or innocuous

Volume 5

information. The 27 items included in the current studies
were inspired by prior research (Lo 2010), were pretested
with a sample selected from the same population as the experiments, and assessed in a factor analysis involving over
2,000 participants. However, different content not included
could be considered more or less private than the 27 factors
included here, not to mention the fact that what is deemed
more intimate or sensitive could differ for other groups of
individuals. Young people who grew up with social media
and technology may assess content differently than older generations who did not. Future work could explore different
consumer segments whose perceptions vary in this regard.
Similarly, Lo (2010) found relationships among similar kinds
of disclosure items (e.g., “somewhat identifying information,”
“personal contact information,” etc.). Future work could test
whether the effects herein apply more to particular types or
groups of related items beyond the public/private distinction.
Beyond factors speciﬁc to individuals, the almost daily reports of privacy breaches and scandals—from Facebook’s
Cambridge Analytica user privacy controversy to the Equifax
data breach—could inﬂuence the subjective importance of privacy for society at large. Future research could explore users’
willingness to share information before and after these newsworthy events particularly across social networks that differ
in the degree to which they claim control over managing privacy. Similarly, future research could explore the ways in
which technology companies subtly encourage users to disclose information via design, such as so-called “dark patterns” (ForbrukerRadet 2018), and how these built-in design
attributes potentially inﬂuence the subjective importance of
privacy without users’ awareness of this subtle inﬂuence.
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